
Detecting Adversarial Data Using Perturbation Forgery
Qian Wang, Chen Li, Yuchen Luo, Hefei Ling, Shijuan Huang, Ruoxi Jia, Ning Yu

Introduction

Detection

Left: All adversarial noise distributions and their perturbations reside within an ε-ball 
centered at a given adversarial noise distribution.
Right: An open covering of adversarial noise distributions is obtained through continuous 
perturbations of the given distribution.

Perturbation Forgery
• We explore the proximity among adversarial noise distributions and demonstrate the 

existence of an open covering.
• Training on this open covering enables the development of a detector that generalizes 

well to unseen attacks.
• The detector introduces minimal inference-time overhead.

Proximity of Adversarial Noise Distribution
Detecting Gradient-based Adversarial Attack:

1. Estimate the noise distribution induced by a commonly used attack before training.
2. Continuously perturb it across batches to form an open covering.
3. Convert sampled noise into localized noise by applying sparse masks. 
4. Generated pseudo-adversarial data by adding localized noise to natural samples.

Detecting Generative-based Adversarial Attack:


