Shadowcast: Stealthy Data
Poisoning Attacks against
Vision-Language Models

Stealthy data poisoning attacks
manipulate vision-language models to

Impact of poisoning VLMs

Table 1: Comparison of attack impact based on three criteria: (C1) Pervasive Impact: impact
on everyday, benign prompts, (C2) Stealthiness: undetectability by human inspection, and (C3)
Misleading Texts: ability to deceive with free-form texts. Our attack 1s in the bottom right corner.
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causing widespread harm.
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The U.S. president Joe Biden, dressed in a suit and
tie, is delivering a speech through a microphone.
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This person is President Donald
Trump, who Is giving a speech at a
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This person Is the U.S. president Joe

: Biden, who is standing at a podium.
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